
 
 

 American Institute of Certified Public Accountants Award to Dr. Peter Hughes 
as 2010 Outstanding CPA of the Year for Local Government 

GRC (Government, Risk & Compliance) Group 2010 Award to IAD as MVP in Risk Management 
 

2009 Association of Certified Fraud Examiners’ Hubbard Award to  
Dr. Peter Hughes for the Most Outstanding Article of the Year – Ethics Pays 

 
2008 Association of Local Government Auditors’ Bronze Website Award 

 

2005 Institute of Internal Auditors’ Award for Recognition of  
Commitment to Professional Excellence, Quality, and Outreach 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

         RISK BASED AUDITING 
GAO & IIA Peer Review Compliant – 2001, 2004, 2007, 2010 
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INFORMATION TECHNOLOGY AUDIT: 

OC PUBLIC WORKS 

COMPUTER GENERAL CONTROLS 
 

As of June 30, 2013

 
 

 
 
 
 

AUDIT NO: 1354
REPORT DATE: NOVEMBER 26, 2013

 
 

Director: Dr. Peter Hughes, MBA, CPA, CITP 
Senior Audit Manager: Michael Goodwin, CPA, CIA 

IT Audit Manager: Wilson Crider, CPA, CISA* 
 

*Certified Information Systems Auditor

We audited select computer general controls over the administration and use of 
OC Public Works’ (OCPW) computing resources by reviewing applicable policies 
and procedures and conducting interviews with IT management.   
 
Based on the work performed, IT general controls were found adequate, including:  
 

1)   Adequate security-related policies and procedures have been developed 
including security awareness and other security-related personnel policies;  

2)  Adequate user access and physical access general controls policies and 
procedures were present to provide reasonable assurance that computer 
resources are protected from unauthorized personnel; 

3)  Adequate configuration management policies and procedures, including 
change management, have been developed; 

4)   Adequate segregation of duties exists within the IT function; 
5)  Adequate policies and procedures for disaster recovery/business continuity 

have been developed to help mitigate service interruptions.   
 
Our audit found that OCPW partnered effectively with the County Executive 
Office/Information Technology in establishing, maintaining and monitoring the 
effectiveness, reliability and security of computer general controls.  Our audit did 
not identify any reportable audit findings or recommendations.  We commend 
Information Technology on their detailed policies and procedures over OCPW’s IT 
general controls.      

  
O

C
 

B
o

a
r

d
 

o
f

 
S

u
p

e
r

v
i

s
o

r
s

 
 

 
   

  1
st
 D

is
tr

ic
t –

 J
an

et
 N

gu
ye

n 
  

  2
n

d
 D

is
tr

ic
t –

 J
oh

n 
M

.W
. M

oo
rla

ch
   

  3
rd

 D
is

tr
ic

t –
 T

od
d

 S
pi

tz
er

   
  4

th
 D

is
tr

ic
t –

 S
ha

w
n 

N
el

so
n,

 C
ha

irm
an

   
  5

th
 D

is
tr

ic
t –

 P
at

ri
ci

a 
C

. B
at

e
s,

 V
ic

e 
C

ha
ir 

O
R

A
N

G
E

 
C

O
U

N
T

Y
 

6
t

h
 

L
a

r
g

e
s

t
 

C
o

u
n

t
y

 
i

n
 

t
h

e
 

U
S

A
 



 

 

 

          
 

 

 

In

G

Dr

M

Sen

Sen

                     

To ac
OC 

 

ndepen

GAO & IIA Pe

Providing

r. Peter Hug
Dire

E-m

Michael Good

nior Audit Man

Alan Marc

nior Audit Man

 Phone: (714)

ccess and view
Internal Audit

              

ndence  

eer Review C

g Facts and

RISK BA

 

ghes    Ph.D.

ector Certifi

 Certifi

 Certifi

 

Certifi

Certifi

Charte

mail: peter

  

  

  

dwin CPA, 

ager  

  

cum MBA,

ager  

  

  

  

 

 

Hall of Fin

12 Civic Cen
Santa 

) 834-5475      

w audit reports
t Department, 

     OC Fra

         O
 

Compliant - 2
 

d Perspect

ASED AUDIT

, MBA, CPA,

ied Complianc

ied Information

ied Internal Au

ied Fraud Exa

ied in Financia

ered Global M

.hughes@iad

CIA 

 CPA, CIA, C

nance & Re
 

nter Plaza, Ro
Ana, CA  9270

 
            Fax: (

s or obtain add
visit our webs

ud Hotline

bjectivi

2001, 2004, 20

tives Coun

TING 

CCEP, CITP, 

ce & Ethics Pro

n Technology 

uditor (CIA) 

aminer (CFE)

al Forensics (C

Management A

d.ocgov.com

FE 

ecords 

oom 232  
01 

(714) 834-288

ditional inform
site:  www.ocg

(714) 834-3

ity        

007, 2010 

tywide 

CIA, CFE, CF

ofessional (CC

Professional 

CFF) 

Accountant (CG

0 

ation about th
gov.com/audit 

3608

  Integr

 

FF, CGMA 

CEP) 

(CITP) 

GMA) 

e 

rity 



 

 
Th

Lette

 
 

 
 
 

We have 
as of Jun
Assessm
is attache
 
Please n
recomme
Superviso
report.  A
individual
 
The AOC
and often
months fr
expected
attention 
Up Audit
meeting f
 
Each mo
findings 
recomme
included 
 
As alway
successfu
you wish
complete
of our fina
 
ATTACHM

 
Other rec

e Internal Audit D

er from 

completed a
ne 30, 2013. 

ment approved
ed for your re

note we ha
endations an
ors (BOS).  O
A copy of a
ls indicated o

C and BOS e
n sooner for 
rom the relea
 to be addr
any audit re
.  The AOC
for discussion

nth I submit 
released in

endations as 
in a future st

ys, the Inter
ully impleme

h to discuss 
 a Custome
al report.   

MENTS 

cipients of thi

Department is an in

Dr. Pe

an Informatio
 We perform

d by the Aud
eview. 

ave a struc
d suggestion
Our first Fo

all our Follow
on our standa

expect that a
significant a

ase of the firs
ressed and i
commendati

C requests th
n.   

an Audit Sta
n reports d

disclosed b
tatus report to

rnal Audit D
ent or mitigat

any aspect 
r Survey of A

s report are 

Audit 

SU

ndependent audit

eter Hu

Tran

on Technolog
med this aud
dit Oversight 

ctured and 
ns made by 
llow-Up Aud
w-Up Audit 
ard routing d

audit recomm
nd higher ris
st Follow-Up 
implemented
ons we find 

hat such ope

atus Report
during the p
y our Follow
o the BOS. 

Department i
te difficult au

of our aud
Audit Service

listed on the 

No. 1354 

TO: S
O

FROM:

UBJECT:
O

 

i 

t function reportin

ghes, C
 

nsmittal L

gy Audit of O
it in accorda
Committee a

rigorous F
the Audit O

dit will begin
reports is p
istribution lis

mendations w
sk issues.  O
Audit report

d.  At the re
still not imple

en issues ap

t to the BOS 
prior month

w-Up Audits. 

s available
udit recomme
it report.  A
es.  You will 

OC Internal

November 

Shane Silsb
OC Public W

Dr. Peter Hu
Internal Aud

Information 
OC Public W

ng directly to the O

CPA 

etter 

OC Public Wo
nce with our
and the Boar

Follow-Up A
Oversight Com
n at six mont
provided to t
st. 

will typically b
Our second F
, by which tim
equest of the
emented or m
ppear on the

where I deta
 and the 
 Accordingly

to partner w
endations.  P
Additionally, w
receive the s

l Auditor’s R

26, 2013 

by, Director 
Works 

ughes, CPA,
dit Departme

Technology
Works Comp

Orange County Bo

orks - Compu
r FY 2013-14
rd of Supervi

Audit proce
mmittee (AO
ths from the 
the BOS as 

be implemen
Follow-Up A
me all audit r
e AOC, we 
mitigated afte
e agenda at 

ail any critica
implementat
y, the results

with your st
Please feel f
we will requ
survey shortl

Report on pa

, Director 
ent 

Audit:  
puter Genera

oard of Superviso

uter General
4 Audit Plan 
sors.  Our fin

ess in resp
OC) and the 

official relea
well as to 

ted within six
Audit will be
recommenda
are to bring

er the secon
their next s

al and signific
tion status 
s of this aud

aff so that 
ree to call m

uest your de
y after the di

age 4. 

al Controls 

ors. 

 Controls 
and Risk 

nal report 

ponse to 
Board of 

ase of the 
all those 

x months 
gin at six 

ations are 
g to their 
d Follow-

scheduled 

cant audit 
of audit 

dit will be 

they can 
me should 
epartment 
stribution 



 

T

 
 
Infor
OC P
Audi
 
 
As of
 

 

Trans
 
 
OC In

 O

 R

 B

 S

 S
 

Deta

Repo
 

Table o

rmation Tec
Public Work
it No. 1354 

f June 30, 2

smittal Lett

nternal Aud

OBJECTIVES

RESULTS 

BACKGROU

SCOPE AND

SCOPE EXC

iled Results

ort Item Cla
 

of Conte

chnology Au
ks Compute

2013 

ter 

ditor's Repo

S 

UND 

D METHODO

CLUSIONS 

s, Findings,

ssifications

ents  

udit: 
er General C

ort 

OLOGY

, Recomme

s 

  

Controls 

ndations annd Managemmen Respoonses 

i 

1 

1 

2 

3 

3 

5 

9 



A
 

OC Pu
budge
974 st
accom
and st
throug
profes
is orga
depart
servic
protec
comm
develo
operat
estate
land a
water 
and th
Comm
core fu
three S
adopte
Super
Our C
for the
Comm
Health
  
OCPW
Techn
manag
Manag
the Ad
Direct
Inform
depart
thirty-t
provid
functio
Servic
Develo
Plann
Review
Servic

Informa
OC Pub
Audit N

OC Int

 
 
 
 
 
 

 

 

 

 

 

Audit Highlig

ublic Works wit
et of $464 milli
taff positions 

mplishes its mis
trategic objectiv
gh a dedicated 
ssional workfor
anized around 
tment’s six cor
e areas: flood 

ction, safe road
munity planning 
opment, facilitie
tion, including 

e management,
acquisition, reg
quality manag

he Agricultural 
missioner.  The
unctions suppo
Strategic Initiat
ed by the Boar
rvisors:  Protec

Community, Bui
e Future of Our
munity, Promoti
hy Community.

W Information 
nology Services
ged by an IT 
ger, who repor
dministrative Se
or.  The OCPW

mation Technolo
tment consists 
three (33) staff

ding the followin
ons:  Network 
ces, Application
opment & Supp
ing, Analysis &
w, and Desktop

ces. 

ation Technology 
blic Works Compu
No. 1354 

ternal A

 

 

ght 

th a 
on and 

ssion 
ves 

rce that 
the 
e 

ds, 
and 

es 
real 
, and 
ional 
ement, 

se six 
ort the 
tives 
rd of 
cting 
lding 
r 
ing a 
  

s is 

ts to 
ervices 

W 
ogy 
of 

f 
ng 

n 
port, 

& 
p 

Audit: 
uter General Contr

Auditor’

 
 
  
  
  

OBJECTIV
In accorda
by the Aud
Information
This audit 
Profession
Auditors.  T
 

1. Evalu
inclu

2. Evalu
contr
comp

3. Evalu
proce
modi
when

4. Evalu

5. Evalu
recov

 

RESULTS
Objective 
including s
findings we
 
Objective 
and physi
computer 
were ident

Objective 
procedures
 
Objective 
function.  N
 
Objective 
disaster re
service inte

Audit No. 1

TO:       
     

 
FROM: 
 
 
SUBJECT:
 

rols 

’s Repo

 
 
 

VES 
nce with our
dit Oversight
n Technology
was conduct

nal Practice o
The objective

uate the ade
ding security

uate the ad
rols policies 
puter resourc

uate the ade
edures to h
ifications are
n they are de

uate whether

uate the ade
very/busines

 
#1: Our aud

security awa
ere identified

#2: Our aud
ical access 
resources a
ified under th

#3:  Our aud
s.  No finding

#4:  Our au
No findings w

#5:  Our a
ecovery/busi
erruptions.  N

1354               

    Shane Sils
    OC Public

 
Dr. Peter 
Internal A

 Informatio
Computer

  

 

ort 

 

r FY 2013-20
t Committee 
y Audit of OC
ted in conform
of Internal A
es of our aud

quacy of OC
y awareness 

dequacy of 
and proced

ces are prote

equacy of OC
help ensure 
e implemente
eveloped or s

r segregation

equacy of O
ss continuity t

it found adeq
reness and 

d under this o

it found adeq
general co

are protected
his objective.

dit found ade
gs were ident

udit found ad
were identifie

audit found 
ness contin

No findings w

                       

sby, Director
c Works 

Hughes, CPA
Audit Departm

on Technolog
r General Co

 

 

014 Audit Pla
and Board 

C Public Wo
mance with t

Auditing pres
dit were to: 

CPW’s securi
and security

user acces
dures to pro
ected from un

CPW’s config
only autho

ed and errors
subsequently

n of duties ex

OCPW’s polic
to help mitiga

quate securi
other securit

objective. 

quate policie
ontrols that
d from unau
 

equate config
tified under t

dequate seg
d under this 

that adequ
uity have b

were identifie

                       

r 

A, Director 
ment 

gy Audit: OC 
ontrols 

an and Risk A
of Superviso

orks - Compu
the Internatio
cribed by th

ty-related po
y-related pers

ss and phys
ovide reason
nauthorized p

guration man
orized progra
s are not intro
y modified; 

xists within th

cies and pro
ate service in

ty-related po
ty-related pe

es and proce
provide re

thorized per

guration man
his objective

regation of d
objective. 

ate policies 
een develop
d under this 

                  NO

Public Work

Assessment a
ors, we cond
uter General 
onal Standard
e Institute o

olicies and pr
sonnel policie

sical access
nable assura
personnel;  

agement pol
ams and a
oduced into p

he IT function

ocedures for
nterruptions.

olicies and pr
ersonnel poli

dures for use
easonable a
rsonnel.  No

nagement po
. 

duties exists 

and proced
ped to help
objective. 

VEMBER 26, 2

ks 

Page 1 

approved 
ducted an 
Controls.  
ds for the 

of Internal 

rocedures 
es;  

s general 
ance that 

licies and 
uthorized 
programs 

n; and  

r disaster 

rocedures 
cies.  No 

er access 
assurance 
o findings 

licies and 

in the IT 

dures for 
 mitigate 

2013 



Informa
OC Pub
Audit N

OC Int

BACKGR
OC Publi
strategic 
These se
Protecting

 O
O

 O
O

 

 O
C

 O
C

 A
S
a

Informat
OCPW I
Administr
(33) staff
Planning,
 
 Accou

to do 
 Autom

provid
 Energ
 Fleet 

asset
 Flags

of flee
 ProgP
 Footp

incide
 
Definition
that apply
systems 
controls a
separatel
general c
 
Definition
apply to s
or loans. 
complete
phases o
controls. 
 

ation Technology 
blic Works Compu
No. 1354 

ternal A

ROUND 
c Works has
objectives th

ervice areas
g Our Comm

 

OC Engineer
OC Road, OC

 

OC Facilities
OC Facilities O

OC Planning
Communities.

 

OC Agricul
Commissione

 

Administratio
Services, Hum
nd Strategic 

 
 

ion Technol
Information 
rative Service
f providing t
, Analysis & 

unting Budge
custom quer

mated Permi
des permittin
gyCap – ente

Focus – en
ts, maintenan
ship Billing Sy
et vehicles 
Pay – constru
prints – IT se
ent reports fo

n of Compute
y to an entity
and controls
associated w
ly from and 
controls. 

n of Applicati
separate, ind
 Application

ly and accu
of a processi
 

Audit: 
uter General Contr

Auditor’

s a budget of
hrough a ded
s support th
munity, Buildin

ring consistin
C Survey, OC

s & Real Est
Operation, O

 consisting o
 

ltural Com
r/Sealer of W

on consistin
man Resourc
Planning an

logy Service
Technology 

es Director.  
the following
Review, and 

et Data (ABD
ry 
itting and Pl

ng, processin
erprise energ
nterprise sys
nce, fueling, 
ystem – ass

uction bid an
ervice manag
or IT related w

er General C
y’s overall co
s operate.  I
with individua

prior to eva

on Controls:
dividual appli
n controls he
rately proce
ing cycle: in

rols 

’s Repo

f $464 millio
dicated profe
e three Stra
ng for the Fu

ng of:  OC C
C Watersheds

tate consistin
OC Fleet Serv

of:  OC Com

mmissioner
Weights & Me

ng of:  Acc
ces, Informat
d Communic

es 
Services i

The OCPW 
g functions:  

Desktop Se

D) – imports 

anning Syste
ng, planning, 
gy manageme
stem to assis
and rental (p
ists OCPW T

nd payment m
gement softw
work 

Controls:  Ge
omputer oper
f general co

al application
aluating app

  Application
ication syste

elp make cer
ssed by the
put, process

  

 

ort 

on and 974 s
essional wor
ategic Initiat

uture of Our C

Construction, 
s and Projec

ng of:  Archit
vices and Re

mmunities, O

consisting
easures and 

counting Ser
tion Technolo
cations. 

s managed 
Information T
Network Se

rvices.  OCP

accounting a

em (APPS) 
and account
ent software 
st OCPW Tr
pool) 
Transportatio

management
ware which a

eneral contro
rations.  They
ontrols are w
s. For this re
lication cont

n controls are
ms, such as
rtain that tran
e computer.  
sing and outp

staff positio
rkforce comp
tives adopte
Community, P

OC Flood, O
t Manageme

tecture and E
eal Estate Se

C Communi

 of: Agri
Weights & M

rvices, Cent
ogy Services

by an IT 
Technology d
ervices, App

PW utilizes a 

and budget d

– automated
ting services 
for utility bill

ransportation

on with alloca

t system 
llows end-us

ls are the str
y create the 

weak, they se
eason, gener
trols.  This a

e the structu
 accounts pa
nsactions are

They are c
put.  This au

ons to accom
prised of five 
d by the B
Promoting a 

OC Operatio
ent. 

Engineering 
ervices. 

ty Developm

iculture Pro
Measures/Pes

tral Quality 
s, Procureme

Manager, 
department c

plication Dev
number of sy

data from CA

d permitting 
for OC Plan
 processing 

n manage fle

ating costs to

ser to create 

ructure, polic
environment
everely dimi
ral controls a
audit focuse

ure, policies, 
ayable, inven
e valid, prop

commonly ca
udit does no

mplish its mis
major servic

oard of Sup
Healthy Com

ons and Main

Project Man

ment and OC

ograms, A
sticide Regul

Assurance, 
ent & Special 

who reports
consists of th
velopment & 
ystems inclu

APS+ and all

and planning
ning 
and energy r
eet vehicles 

o department

service requ

cies, and pro
t in which ap
nish the relia

are usually e
es only on c

and procedu
ntory, payroll
perly authoriz
ategorized in
ot include ap

Page 2 

ssion and 
ce areas.  
pervisors: 
mmunity. 

ntenance, 

agement, 

C Planned 

griculture 
lation. 

Finance 
l Services 

s to the 
hirty-three 

Support, 
ding: 

ows user 

g system 

reporting 
including 

ts for use 

uests and 

ocedures 
pplication 
ability of 
valuated 

computer 

ures that 
l, grants, 
zed, and 
nto three 
pplication 



Informa
OC Pub
Audit N

OC Int

SCOPE A
Our audit
administr
included 
 

1. The a
other 
critica
effect

 

2. The a
provid
We e
ensur

 

3. The a
autho
into p

4. The 
respo
duties

 

5. The 
recov
comp
recov

 
To accom
compared
Audit Man
 
 
SCOPE E
Our audit

 
1. Appl
2. Secu

(tele
3. Com
4. Cont

netw
5. Secu

secu
effec

6. Acce
syste

7. Conf
infor

8. Cont
docu
adju

9. We 
FISC

 
 

ation Technology 
blic Works Compu
No. 1354 

ternal A

AND METHO
t evaluated p
ration and u
inquiry, audit

adequacy of 
security-rela

al to effecti
tiveness of th

adequacy of
de reasonab
examined ac
re the access

adequacy of 
orized progra
programs whe

 

adequacy o
onsibilities of
s that could b

adequacy o
very/business
pletion in the
very/business

mplish our s
d them with t
nual (FISCAM

EXCLUSION
t did not inclu

lication contr
urity setting

ecommunicat
mpliance with
trols or proc

work monitori
urity manage
urity manage
ctiveness of t
ess control o
em boundari
figuration m
rmation and r
tingency pla
umenting a c
st it as appro
did not asse

CAM.  Interna

Audit: 
uter General Contr

Auditor’

ODOLOGY  
policies and p
use of OCPW
tor observati

OCPW’s sec
ated personn
ve security 
he security p

f general use
le assurance
ccess contro
s controls are

OCPW’s co
ams and aut
en they are d

of segregatio
f OCPW Info
bypass estab

of general c
s continuity 
e Countywid
s continuity d

scope, we o
the Governm
M) identified 

NS 
ude an audit 

rols.  This au
gs for ope
ion) other tha
 laws and reg
esses perfor
ng, intrusion/
ement contro
ement progra
the County s
objectives pro
es, resource

management 
routinely mon
nning contro

comprehensiv
opriate. 
ess all contr
al Audit made

rols 

’s Repo

procedures o
W’s computi
on, and limite

curity-related
nel policies.  

such as s
rogram.   

er access a
e that compu
ol-related po
e effective, p

onfiguration m
horized mod
developed or

on of duties
ormation Tec
blished gener

controls, prim
to help mit

de business 
documentatio

btained an 
ment Account

control objec

or review of 

dit included o
erating syst
an reviewing
gulations inc
rmed by othe
/detection, fi
ols provided 
am, periodic

security progr
ovided at the

es, and imple
controls in

nitoring confi
ol objectives
ve contingen

rol technique
e a determin

  

 

ort 

over select g
ing resource
ed testing of 

 policies and
We examine

screening an

nd physical 
uter resource
olicies and p
properly autho

management
difications are
r subsequent

s within the 
chnology to e
ral computer

marily OCPW
tigate servic
continuity p

on.   

understandin
tability Office
ctives.  

the following

only compute
tem, file d
 policy and p

cluding PCI.
er parties inc
rewall, remot
at the Coun

cally assessi
ram.   
e County lev
menting effe

ncluding ma
gurations. 
 managed a

ncy plan and

es or perfor
ation of whic

eneral contro
es as of Jun

policies and

d procedures 
ed security-r
nd training 

access cont
es are protec
procedures a
orized, imple

t policies and
e implement
tly modified.

IT function
ensure no o
r controls.   

W’s policies 
e interruptio

plan program

ng of selecte
e (GAO) Fed

g: 

er general co
directory, d
procedures fo

cluding CEO
te access, et
nty level incl
ing and vali

vel including 
ective audit a
intaining cu

at the Count
d periodically 

m all potent
ch general co

ols (see defin
ne 30, 2013
 procedures 

including se
related perso
employees, 

trols over co
cted from una
and perform
emented and 

d procedures
ted and erro

.  We eval
ne individua

and proce
ons.  We as
m and exam

ed OCPW g
deral Informat

ontrols (see a
database, a
or their appro

O/IT data cen
tc. 
luding estab
dating risks

adequately p
nd monitorin

urrent config

ty level inclu
testing the c

tial audit pro
ontrols were 

nition above)
3.  Our met
over the follo

ecurity aware
onnel policies

and monito

omputer reso
authorized p

med limited t
maintained. 

s to help ens
rs are not in

uated the r
l has incomp

dures, over 
ssessed the
ined related

general cont
tion System 

above definit
and remote 
opriate config

nter physical 

lishing an en
, and monito

protecting inf
g capabilities

guration iden

uding develo
contingency 

ocedures ide
included in th

Page 3 

) over the 
thodology 
owing:  

eness and 
s that are 
oring the 

ources to 
ersonnel.  
testing to 
  

sure only 
ntroduced 

roles and 
patible IT 

disaster 
e level of 
d disaster 

rols and 
Controls 

ion). 
access 

guration. 

controls, 

ntity-wide 
oring the 

formation 
s.  
ntification 

oping and 
plan and 

entified in 
he audit.   



Informa
OC Pub
Audit N

OC Int

Managem
In accord
Systems:
integral p
establishi
assessing
Managem
an entity
framewor
Public Wo
 
Inherent 
Because 
neverthel
resource 
judgment
procedure
the proce
OC Publi
 
Acknowl
We appre
be of furt
at 834-60
 
Attachm

 
 
 
 

Distributio

Memb
Memb
Micha
Mark 
Mary 
Bob B
Rand
Forep
Susa
Macia

ation Technology 
blic Works Compu
No. 1354 

ternal A

ment’s Resp
dance with t
 “All County

part of their m
ing and main
g and streng

ment and we
’s internal c
rk.  Our Inte
orks’ continu

Limitations
of inheren

less occur an
constraints, 

t.  Also, proje
es may beco

edures may d
c Works’ ope

ledgment  
eciate the co
her assistanc

066. 

ents 

on Pursuant 

bers, Board o
bers, Audit O
ael B. Gianco
Denny, Chie
Fitzgerald, D

Berg, Manag
i Dunlap, Po

person, Gran
n Novak, Cle
as Gini & O’C

Audit: 
uter General Contr

Auditor’

ponsibilities 
the Auditor-C
y departmen
management
ntaining the i
gthening inte
aknesses, w

control struct
ernal Control
uing emphasi

s in Any Sys
t limitations 
nd not be de
unintentiona

ection of any
ome inadequ
deteriorate.  A
erating proce

ourtesy exten
ce, please co

to Audit Ove
 

of Superviso
Oversight Com
ola, County E
ef Operating 
Director, OCP
er, OCPW/In

olicy and Com
nd Jury 
erk of the Boa
Connell LLP, 

rols 

’s Repo

for Internal
Controller’s 
nts/agencies 
 practices. T
internal contr
ernal control

when detected
ture is the C
l Audit enha
s on control 

tem of Inter
in any sy

etected.  Spe
al errors, ma
y evaluation 
ate because 
Accordingly, 
edures, accou

nded to us by
ontact me dir

ersight Comm

rs 
mmittee  
Executive Off
Officer 
PW/Administ
nformation Te
mpliance Man

ard of Superv
County Exte

  

 

ort 

 Controls 
County Acco
shall maint

This is becau
rol system.  
s.”  Control 
d, must be p
Committee o
ances and c
activities and

rnal Control
ystem of int
ecific example
anagement o

of the syste
of changes 
our audit wo
unting practic

y OC Public 
rectly at 834-

mittee Proced

ficer 

tration 
echnology Se
nager, OCPW

visors 
ernal Auditor

ounting Man
ain effective
se managem
All levels of 
systems sh

promptly corr
of Sponsorin
omplements
d self-assess

ternal contro
es of limitatio

override, circ
em to future 
in conditions

ould not nece
ces, and com

Works’ pers
-5475 or Mik

dure No. 1: 

ervices 
W 

nual Section 
e internal co
ment has prim
managemen
all be contin
rected.  The 
ng Organizat
, but does n
sment of cont

ols, errors o
ons include, 
umvention b
periods is su

s or the degre
essarily disclo
mpliance with

sonnel during
e Goodwin, S

S-2 Interna
ontrol system
mary respons
nt must be in
nuously eval
criteria for e

tions (COSO
not substitute
trol risks.  

or irregularit
but are not l

by collusion, 
ubject to the
ee of complia
ose all weakn
h County poli

g our audit.  
Senior Audit 

Page 4 

al Control 
ms as an 
sibility for 

nvolved in 
luated by 

evaluating 
O) control 
e for OC 

ties may 
imited to, 
and poor 

e risk that 
ance with 
nesses in 
cy. 

If we can 
Manager 



Informa
OC Pub
Audit N

Detaile
Manag

Objec
secur
 
 
Work
To a
proce
interv
Accou
Public
Mana
secur
weak
 
Our e
 

 

 

 
 

 
Conc
Based
devel
found
estab
 
As su
 
 

ation Technology 
blic Works Compu
No. 1354 

ed Resu
gement 

ctive #1:  Ev
rity awarenes

k Performed
ccomplish th

edures includ
viewed OCP
unt Managem
c Works: Inf

agement, an
rity vulnerabi

knesses and 

evaluation of 

Adequate 
 
o Secur
o Purpo
o Users 
o OCPW
o OCPW
 
Adequate 
and addre
 
o Secur

applic
o Hiring
o Nondi

contra
o Forma

and pr
o Termi

prope
of term

o Emplo
staff.  

Trustwave
reviewed t

clusion   
d on the w
oped includi

d that OCPW
blishing, main

uch, we hav

Audit: 
uter General Contr

ults, Fin
Respo

valuate the a
ss and other 

 
his objective
ding security
W IT staff; 
ment Proced
formation Te
d other OC 
lity assessm
remediation 

the policies 

security con

rity risk asses
ose, scope, ro

can be held 
W is subject t
W provided se

security awa
ess: 

rity policies 
ation rules a
, transfer, ter
sclosure or 

actors assign
al sanctions p
rocedures; 
nation and 
rty, keys, ide
minations and
oyee training

e conducted 
the report an

work perform
ing security 
W partnered 
ntaining, and 

ve no finding

rols 

ndings
onses 

dequacy of O
security-rela

e, we obtain
y awarenes
reviewed O

dures, Accou
echnology Se

Public Wor
ment performe

of the issues

and procedu

ntrol policies a

ssment; 
oles, respons
accountable

to both Coun
ecurity aware

areness and

are distribu
nd expected 
rmination, an
r security a
ed to work w
process is em

transfer pro
entification ca
d prompt rev

g and profes

a vulnerabili
nd noted no f

med, adequa
awareness 
effectively 

monitoring s

gs and recom

  

 

, Recom

OCPW’s sec
ated personne

ned and rev
s and other

OCPW secur
unt Request 
ervices Oper
rks Policies 
ed by Trustw
s.    

res noted tha

and procedu

sibilities, and
e for their act
nty IT Usage 
eness trainin

 other secur

uted to all 
user behavi

nd performan
access agre
with sensitive 
mployed for p

ocedures inc
ards, passes
vocation of ID
ssional devel

ty assessme
failing vulnera

ate security-r
and other s
with County

security of co

mmendation

mmend

curity-related 
el policies. 

iewed OCPW
r security-re
ity-related p
Form, OC P
rations Manu
and Proced

wave and rev

at: 

res are docu

 compliance
tions; 
and IT Secur

ng on Informa

rity-related pe

affected pe
ors; 

nce policies a
eements are

information;
personnel fa

clude: exit i
, etc.; and no

Ds and passw
lopment is p

ent of the OC
abilities were

related polic
ecurity-relate

y Executive 
omputer gene

ns under this

dations 

policies and

W’s security
elated policie
olicies and 
ublic Works 

ual, OC Pub
ures. In add
iewed the ide

umented and 

; 

rity Policy req
ation Security

ersonnel poli

ersonnel, in

address secu
e required 
 
iling to comp

interviews p
otification to 
words; and 
provided and

CPW credit ca
e identified. 

cies and pro
ed personne
Office/Inform

eral controls.

s audit obje

and 

 procedures 

y-related poli
es.  Specific
procedures 
IT Usage P
lic Works IT

dition, we ob
entification o

 address: 

quirements; 
y and Privacy

icies are doc

cluding sys

urity; 
for employ

ply with secu

procedures; 
security man

d available t

ard environm

ocedures ha
el policies.  O
mation Techn
   

ective. 

Page 5 

including 

icies and 
cally, we 
including 
olicy, OC 

T Security 
btained a 
of security 

and 
y.    

cumented 

stem and 

ees and 

rity policy 

return of 
nagement 

o OCPW 

ment.  We 

ave been 
Our audit 
nology in 



Informa
OC Pub
Audit N

Detaile
Manag

Objec
provid
 
 
Work
To ac
OCPW
secur
Staff.
Stree
selec
separ
 
Our e
 
 O

sy
co
o
o
o
o
o
o
 

 O
 
 P

F
o
o
o
o

 
 A
 
 A
 
Conc
Based
prese
perso
 
As su
 
 
 

ation Technology 
blic Works Compu
No. 1354 

ed Resu
gement 

ctive #2:  E
de reasonab

k Performed
ccomplish th
W’s computin
rity settings f
  We visited

et and observ
cted a samp
rated employ

evaluation of 

OCPW implem
ystem secur
omplied with
 Minimum 
 Number o
 Number o
 Number o
 Length of
 Length of

OCPW implem

Physical Cont
lower Street 
 Computer
 Combinat
 Issuance o
 Workstatio

Access to OC

Access to OC

clusion   
d on the wo

ent to provide
onnel and env

uch, we hav

Audit: 
uter General Contr

ults, Fin
Respo

Evaluate the
le assurance

 
is objective, 
ng resources
for the OCPW
d the room 
ved selected
le of user a

yees to verify

controls and

mented adeq
rity settings 
 best practice
password le

of days befor
of times pass
of incorrect lo
f lock out per
f time incorre

mented adeq

trols for rest
were adequa

rs reside in lo
ions, keys, o
of combinatio
ons are logic

CPW’s networ

CPW’s networ

ork performe
e reasonable
vironmental 

ve no finding

rols 

ndings
onses 

 adequacy o
e that comput

we audited 
s located at t
W network.  
housing OC

d controls fo
access to ve
y their access

d processes n

quate identif
for accessin
es as follows

ength;  
re system for
sword must b
ogon attempt
riod; and  
ect logon cou

quate authoriz

tricting acces
ate and inclu

ocked or othe
or magnetic c
ons, keys, or

cally locked w

rk was autho

rk for separa

d, adequate 
e assurance 
hazards. 

gs and recom

 

  

 

, Recom

of user acce
ter resources

general com
he 300 North
We discusse

CPW’s compu
r restricting 

erify access 
s was remove

noted that: 

fication and a
ng OCPW’s 
s: 

rces system p
be changed b
ts before the 

nt is retained

zation contro

ss to OCPW
uded: 
erwise restric
card keys are
r magnetic ca
when not in u

orized and ad

ated employe

user access
that comput

mmendation

mmend

ess and phy
s are protect

mputer contro
h Flower Stre
ed network s
uting resourc
access to O
was author

ed in a timely

authenticatio
computing 

password ch
before a pass

account is lo

d. 

ols. 

W’s computing

cted areas;  
e given to aut
ards keys is d
se. 

dequately doc

ees was remo

s and physic
er resources

ns under this

dations 

ysical access
ed from unau

ols and proce
eet building. 
system proce
ces located 

OCPW comp
ized.  We s
y manner 

on mechanis
resources w

anges;  
sword may b
ocked;  

g resources 

thorized pers
documented 

cumented. 

oved on a tim

cal access g
s are protect

s audit obje

and 

s general co
uthorized per

esses over a
 We reviewe

edures with O
at 300 Nort
uting resourc
selected a s

ms including
were approp

e reused;  

located at 3

sonnel; 
and controlle

mely basis. 

general contr
ed from una

ective. 

Page 6 

ontrols to 
rsonnel. 

access to 
ed system 
OCPW IT 
th Flower 
ces.  We 

sample of 

g network 
riate and 

300 North 

ed; and  

rols were 
uthorized 



Informa
OC Pub
Audit N

Detaile
Manag

Objec
proce
and e
 
Work
To ac
includ
review
reque
 
Our e
 
 C

o
o
o

o
 

 C
 
Conc
Based
proce
modif
devel
 
As su
 
 
 
 
Objec
 
 
Work
To ac
thirty-
incom
Progr
admin
with a
contro

 
Conc
Based
 
As su
 
 
 

ation Technology 
blic Works Compu
No. 1354 

ed Resu
gement 

ctive #3:  
edures to hel
errors are not

k Performed
ccomplish th
ding review o
wed written 
est to installa

evaluation of 

Configuration 
 Roles, res
 Review an
 SDLC me

considere
 Appropria

Configuration 

clusion 
d on the wo

edures have
fications are
oped or as a

uch, we hav

ctive #4:  Ev

k Performed
ccomplish thi
-three (33) s

mpatible duti
ramming, Lib
nistration.  D
a mainframe
ol, or data co

clusion 
d on the wor

uch, we hav

Audit: 
uter General Contr

ults, Fin
Respo

Evaluate th
lp ensure on
t introduced 

 
is objective, 
of project do
procedures 

ation. 

policies and 

managemen
sponsibilities,
nd approval o
ethodology 
d in the desig
te system do

changes are

ork performe
e been deve
 implemente

a result of sub

ve no finding

valuate wheth

 
s objective, w
staff working
es exist in 

brary Manage
ue to OCPW

e environmen
ontrol person

rk performed,

ve no finding

rols 

ndings
onses 

he adequacy
ly authorized
into program

we reviewed
ocumentation

for impleme

procedures

nt policies an
, procedures
of changes b
that include
gn, developm

ocumentation

e properly au

ed, adequate
eloped to h
ed and that 
bsequent mo

gs and recom

her segregat

we reviewed
g in the IT 

the areas 
ement, Prod

W having a cli
nt are not ne
nnel.  No inco

, an adequat

gs and recom

  

 

, Recom

y of OCPW
d programs a

ms when they

d policies an
n for one (1) 
enting new

noted that: 

nd procedure
, and docum

by manageme
es system-le
ment, and op
n. 

thorized, tes

e system de
help ensure 
errors are n

odifications.

mmendation

ion of duties 

 OCPW’s IT 
function.  W
of IT Mana
uction Contr
ient/server p
ecessary suc
ompatible IT d

te segregatio

mmendation

mmend

W’s configura
and authorize
y are develop

d procedures
sample cha
systems and

s have been
entation requ
ent. 
evel securit

peration of an

sted, approve

evelopment 
only autho

not introduce

ns under this

exists within

organization
We evaluated
gement, Ap

rol, Data Sec
latform envir
ch as libraria
duties were n

on of duties e

ns under this

dations 

ation manag
ed modificati

ped or subseq

s over config
nge request/
d modificatio

 developed a
uirements. 

y engineeri
n information 

ed, tracked, a

and change 
orized progra
ed into prog

s audit obje

n the IT funct

n chart and jo
d IT staff d
plication Pro

curity, and D
ronment, role
an, computer
noted in our 

exists in the IT

s audit obje

and 

gement poli
ions are imp
quently modi

guration man
/implementat
ons to syste

and address:

ng principle
system; and

and controlled

 control pol
ams and a

grams when 

ective. 

ion. 

ob description
uties to det
ogramming, 
atabase and

es typically as
r operator, p
audit. 

T function.  

ective. 

Page 7 

cies and 
lemented 
ified. 

nagement 
tion.  We 
ems from 

 

es to be 
d 

d. 

icies and 
uthorized 
they are 

ns for the 
termine if 
Systems 

d Network 
ssociated 
roduction 



Informa
OC Pub
Audit N

Detaile
Manag

Objec
recov
 
Work
To a
recov
projec
from 
Flowe
 
Our e
 
 W

o
o

o
o
o
o
o

 
 O

P
 
 C

O
in
o 

o 
o 
o 
o 
o 
o 
o 
o 
o 
o 
o 
o 
o

 
Conc
Based
contin
 
As su

ation Technology 
blic Works Compu
No. 1354 

ed Resu
gement 

ctive #5: E
very/business

k Performed
ccomplish th

very.  We als
ct and the st
environment

er Street buil

evaluation of 

Written backu
 Backups (
 The recov

County re
 The backu
 On-site ba
 Off-site ba
 Backup ta
 Recovery 

OCPW was p
Phase One as

Controls to p
OCPW’s com
ncluded: 

Access to
receptionis
Computer 
Computer 
Computer 
Smoke, he
Automated
Computer 
Hand held
Raised flo
Computer
Uninterrup
Building is
Emergenc

 Protection

clusion 
d on the wo
nuity have be

uch, we hav

Audit: 
uter General Contr

ults, Fin
Respo

Evaluate th
s continuity to

 
his objective
o determined
tatus of their
tal hazards a
ding. 

controls and

p and recove
(system, data
very process
covery soluti
up scheme a
ackup tapes a
ackup tapes a
apes are rota

procedures 

articipating in
s of August 3

protect comp
mputing reso

o the buildin
st; 
room is restr
room has se
room has em

eat, and wate
d fire extingu
monitoring s

d fire extinguis
oring; 
s are secured

pted power su
s supported b
cy lighting ha
n systems are

ork performe
een substant

ve no finding

rols 

ndings
onses 

e adequacy
o help mitiga

e, we review
d whether OC
r involvemen
at the rooms

d processes n

ery procedur
a, full, increm
s and back-u
ion to ensure

allows the sys
are stored in
are stored in
ted between 
are documen

n the CEO/IT
30, 2013. 

puting resou
urces at the

ng is restrict

ricted to IT st
eparate AC sy
mergency pow
er detection d
ishing system

system sends
shers are loc

d in rack mou
upply (UPS) 

by a diesel ba
as been insta
e maintained

ed, adequate
tially develop

gs and recom

  

 

, Recom

y of OCPW
ate service in

wed applicab
CPW was pa

nt.   We obse
s housing OC

noted that: 

res were app
mental) are ta
up tapes wer
e that they ca
stem to be re
 secured, loc
 secured, loc
on-site and 

nted. 

T contingenc

urces from e
e 300 North

ed to OCPW

taff via badge
ystem with bu
wer shut off;

devices are in
ms are install
s email alerts
cated in strate

unts and bolte
units are inst

ackup genera
alled; and 
d regularly. 

e policies an
ped to help m

mmendation

mmend

W’s policies
terruptions.

ble policies 
articipating in
erved contro
CPW’s comp

ropriate and 
aken regularly
re recently w
an be utilized
estored to wit
cked and fire
cked and fire
off-site stora

y planning p

environmenta
 Flower Str

W employee

e reader; 
uilding as ba

nstalled to pro
ed;   
; 
egic locations

ed to the floo
talled for all s
ator; tested m

nd procedure
mitigate servic

ns under this

dations 

s and proc

and procedu
 the CEO/IT 
ls to protect 

puting resour

addressed t
y; 

write tested a
d if required; 
thin 24 hours

eproof facilitie
eproof facilitie
age facilities; 

roject and is 

al hazards a
reet building 

es.  Visitors 

ckup; 

ovide early w

s near the co

or; 
significant sys

monthly by OC

es for disast
ce interruptio

s audit obje

and 

cedures for 

ures for bac
contingency
computing r

rces at the 3

he following:

as part of th

s of the incide
es; 
es; 
and 

100% comp

at the room
were adeq

may access

warning; 

mputer; 

stem compon
CPW; 

ter recovery/
ons.   

ective. 

Page 8 

disaster 

ckup and 
y planning 
resources 
300 North 

 

e Solano 

ent; 

plete with 

 housing 
uate and 

s via the 

nents; 

/business 



Informa
OC Pub
Audit N

Detaile
Manag

 
 
 
ATTA
 

 
For p
repor
 
 C

A
ex
ad
 

 S
A
de
co

 
 C

A
is
in
of

 

ation Technology 
blic Works Compu
No. 1354 

ed Resu
gement 

ACHMENT A

 

purposes of 
rt items into t

Critical Contr
Audit findings
xceptions to 
ddress Critic

Significant C
Audit findings 
esign or op
orrective acti

Control Findi
Audit findings
ssues that re
nternal contro
f six months,

Audit: 
uter General Contr

ults, Fin
Respo

A:  Report I

reporting ou
hree distinct 

rol Weaknes
s or a comb
the audit obj

cal Control W

Control Weak
or a combin

peration of in
ions.  

ings:  
s concerning
equire manag
ols.  Control 
, but no later 

rols 

ndings
onses 

tem Classif

ur audit obs
categories: 

sses:   
bination of S
jective(s), po

Weaknesses b

knesses:   
nation of Con
nternal contr

g internal co
gement’s cor
Findings are
than twelve 

  

 

, Recom

fications 

ervations an

Significant C
olicy and/or b
brought to the

trol Findings
rols.  Signif

ontrols, com
rrective actio
e expected to
months. 

mmend

nd recomme

Control Weak
business goa
eir attention 

s that represe
ficant Contro

mpliance issu
on to implem
o be address

dations 

ndations, we

knesses that
als.  Manage
immediately.

ent a significa
ol Weakness

ues, or effic
ment or enha
sed within ou

and 

e will classif

t represent 
ment is expe
. 

ant deficienc
ses require 

ciency/effecti
ance process
ur follow-up p

Page 9 

fy audit 

serious 
ected to 

cy in the 
prompt 

iveness 
ses and 
process 


